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Thank you for your interest in Ansible Tower by Red Hat. Ansible Tower is a commercial offering that helps teams

manage complex multi-tier deployments by adding control, knowledge, and delegation to Ansible-powered environ-
ments.

The Ansible Tower User Guide discusses all of the functionality available in Ansible Tower and assumes moderate
familiarity with Ansible, including concepts such as Playbooks, Variables, and Tags. For more information on these
and other Ansible concepts, please see the Ansible documentation at http://docs.ansible.com/. This document has been
updated to include information for the latest release of Ansible Tower 3.1.1.

Ansible Tower Version 3.1.1; February 2017; https://access.redhat.com/
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CHAPTER
ONE

OVERVIEW

Thank you for your interest in Ansible Tower. Tower is a graphically-enabled framework accessible via a web interface
and a REST API endpoint for Ansible, the open source IT orchestration engine. Whether sharing operations tasks with
your team or integrating with Ansible through the Tower REST API, Tower provides many powerful tools to make
your automation life easier.

1.1 Real-time Playbook Output and Exploration

Watch playbooks run in real time, seeing each host as they check in. Easily go back and explore the results for specific
tasks and hosts in great detail. Search for specific plays or hosts and see just those results, or quickly zero in on errors
that need to be corrected.

1.2 “Push Button” Automation

Access your favorite projects and re-trigger execution from the web interface with a minimum of clicking. Tower will
ask for input variables, prompt for your credentials, kick off and monitor the job, and display results and host history
over time.

1.3 Enhanced and Simplifed Role-Based Access Control and Audit-
ing

Ansible Tower allows for the granting of permissions to perform a specific task (such as to view, create, or modify a
file) to different teams or explicit users through role-based access control (RBAC).

Keep some projects private, while allowing some users to edit inventory and others to run playbooks against only
certain systems—either in check (dry run) or live mode. You can also allow certain users to use credentials without
exposing the credentials to them. Regardless of what you do, Tower records the history of operations and who made
them—including objects edited and jobs launched.

Based on user feedback, Ansible Tower both expands and simplifies its role-based access control. No longer is job
template visibility configured via a combination of permissions on inventory, projects, and credentials. If you want to
give any user or team permissions to use a job template, just assign permissions directly on the job template. Similarly,
credentials are now full objects in Tower’s RBAC system, and can be assigned to multiple users and/or teams for use.

A new ‘Auditor’ type has been introduced in Tower as well, who can see all aspects of the systems automation, but
has no permission to run or change automation, for those that need a system-level auditor. (This may also be useful
for a service account that scrapes automation information from Tower’s API.) Refer to Role-Based Access Controls
for more information.
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1.4 Cloud & Autoscaling Flexibility

Tower features a powerful provisioning callback feature that allows nodes to request configuration on demand. While
optional, this is an ideal solution for a cloud auto-scaling scenario, integrating with provisioning servers like Cobbler,
or when dealing with managed systems with unpredictable uptimes. Requiring no management software to be installed
on remote nodes, the callback solution can be triggered via a simple call to ‘curl’ or ‘wget’, and is easily embeddable in
init scripts, kickstarts, or preseeds. Access is controlled such that only machines in inventory can request configuration.

1.5 The Ideal RESTful API

The Tower REST API is the ideal RESTful API for a systems management application, with all resources fully
discoverable, paginated, searchable, and well modeled. A styled API browser allows API exploration from the API
root at http://<Tower server name>/api/, showing off every resource and relation. Everything that can
be done in the user interface can be done in the API - and more.

1.6 Backup and Restore

The ability to backup and restore your system(s) has been integrated into the Tower setup playbook, making it easy
for you to backup and replicate your Tower instance as needed.

1.7 Ansible Galaxy Integration

When it comes to describing your automation, everyone repeats the DRY mantra—“Don’t Repeat Yourself.” Using
centralized copies of Ansible roles, such as in Ansible Galaxy, allows you to bring that philosophy to your playbooks.
By including an Ansible Galaxy requirements.yml file in your project directory, Tower automatically fetches the roles
your playbook needs from Galaxy, GitHub, or your local source control. Refer to Ansible Galaxy Support for more
information.

1.8 Inventory Support for OpenStack

Ansible is committed to making OpenStack simple for everyone to use. As part of that, dynamic inventory support has
been added for OpenStack. This allows you to easily target any of the virtual machines or images that you’re running
in your OpenStack cloud.

1.9 Remote Command Execution

Often times, you just need to do a simple task on a few hosts, whether it’s add a single user, update a single secu-
rity vulnerability, or restart a misbehaving service. Beginning with version 2.2.0, Tower includes remote command
execution—any task that you can describe as a single Ansible play can be run on a host or group of hosts in your inven-
tory, allowing you to get managing your systems quickly and easily. Plus, it is all backed by Tower’s RBAC engine
and detailed audit logging, removing any questions regarding who has done what to what machines.

1.4. Cloud & Autoscaling Flexibility 3
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1.10 System Tracking

Introduced in version 2.2.0, Tower’s System Tracking brings a new level of visibility to your infrastructure—you can
see exactly what is happening on your systems, comparing it to both the prior state of the system and to other systems
in your cluster, which helps you to ensure compliance. The rich and extensible store of data available in System
Tracking is accessible via Tower’s REST API, enabling you to feed it into other tools and systems.

1.11 Integrated Notifications

Starting with version 3.0, Ansible Tower allows you to easily keep track of the status of your automation. You can
configure stackable notifications for job templates, projects, or entire organizations, and configure different notifica-
tions for job success and job failure. The following notification sources are supported: - Slack - E-mail - SMS (via
Twilio) - HipChat - Pagerduty - IRC - Webhooks (post to an arbitrary webhook, for integration into other tools)

1.12 Satellite and CloudForms Integration

Ansible Tower 3.0 also adds dynamic inventory sources for Red Hat Satellite 6 and Red Hat CloudForms.

1.13 Run-time Job Customization

Bringing the flexibility of the command line to Tower, you can now prompt for any of the following:
* inventory
* credential
* job tags

¢ limits

1.10. System Tracking 4



CHAPTER
TWO

TOWER LICENSING, UPDATES, AND SUPPORT

Ansible Tower by Red Hat (“Ansible Tower”) is a proprietary software product provided via an annual subscription
entered into between you and Red Hat, Inc. (“Red Hat”).

Ansible is an open source software project and is licensed under the GNU General Public License version 3, as detailed
in the Ansible source code: https://github.com/ansible/ansible/blob/devel/COPYING

2.1 Support

Red Hat offers support for paid Enterprise: Standard and Enterprise: Premium Subscription customers seeking
help with the Ansible Tower product.

If you or your company has paid for Ansible Tower, you can contact the support team at https://access.redhat.com. To
better understand the levels of support which match your Ansible Tower Subscription, refer to Subscription Types.

If you are experiencing Ansible software issues, you should reach out to the “ansible-devel” mailing list or file an issue
on the Github project page at https://github.com/ansible/ansible/issues/.

All of Ansible’s community and OSS info can be found here: https://docs.ansible.com/ansible/community.html

2.1.1 Ansible Playbook Support
For customers with a paid Enterprise: Standard or Enterprise: Premium Ansible Tower Subscription, Red Hat offers
Ansible Playbook support'. Playbook support consists of support for:
* Runtime execution problems for Playbooks run via Tower
* Assistance with Playbook errors and tracebacks
 Limited best practice guidance in Ansible use from the Ansible Experts
Playbook support does not consist of:
* Enhancements and fixes for Ansible modules and the Ansible engine
 Assistance with the creation of Playbooks from anew

* Long-term maintenance of a specific Ansible or Ansible Tower version

! Playbook support is available for customers using the current or previous minor release of Ansible. For example, if the current version of
Ansible is 2.2, Red Hat provides Ansible Playbook support for versions 2.2 and 2.1. In the event an Ansible Playbook workaround is not available,
and an Ansible software correction is required, a version update will be required.
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Notes:

2.2 Trial / Evaluation

While a license is required for Ansible Tower to run, there is no fee for managing up to 10 hosts. Additionally, trial
licenses are available for exploring Ansible Tower with a larger number of hosts.

* Trial licenses for Ansible Tower are available at: http://ansible.com/license
* To acquire a license for additional Managed Nodes, visit: http://www.ansible.com/pricing/

* Ansible Playbook Support is not included in a trial license or during an evaluation of the Tower Software.

2.3 Subscription Types

Ansible Tower is provided at various levels of support and number of machines as an annual Subscription.
¢ Self-Support
— Manage smaller environments (up to 250 Managed Nodes)
— Maintenance and upgrades included
— No support or SLA included
* Enterprise: Standard (F.K.A. “Enterprise”)

Manage any size environment

Enterprise 8x5 support and SLA

Maintenance and upgrades included

Review the SLA at: https://access.redhat.com/support/ofterings/production/sla

Review the Red Hat Support Severity Level Definitions at: https://access.redhat.com/support/policy/
severity

¢ Enterprise: Premium (F.K.A. “Premium Enterprise’)

— Manage any size environment, including mission-critical environments

Premium 24x7 support and SLA

Maintenance and upgrades included

Review the SLA at: https://access.redhat.com/support/offerings/production/sla

Review the Red Hat Support Severity Level Definitions at: https://access.redhat.com/support/policy/
severity

All Subscription levels include regular updates and releases of Ansible Tower.

For more information, contact Ansible via the Red Hat Customer portal at https://access.redhat.com/ or at http://www.
ansible.com/pricing/.

2.4 Node Counting in Licenses

The Tower license defines the number of Managed Nodes that can be managed by Ansible Tower. A typical license
will say ‘License Count: 500, which sets the maximum number of Managed Nodes at 500.

2.2. Trial / Evaluation 6
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Ansible Tower counts Managed Nodes by the number of hosts in inventory. If more Managed Nodes are in the
Ansible Tower inventory than are supported by the license, you will be unable to start any Jobs in Ansible Tower.
If a dynamic inventory sync causes Ansible Tower to exceed the Managed Node count specified in the license, the
dynamic inventory sync will fail.

If you have multiple hosts in inventory that have the same name, such as “webserverl”, they will be counted for
licensing purposes as a single node. Note that this differs from the ‘Hosts’ count in Tower’s dashboard, which counts
hosts in separate inventories separately.

2.5 License Features

The following list of features are available for all new Enterprise: Standard or Enterprise: Premium Subscriptions:
* Workflows (added in latl 3.1.0)
¢ Clustering in Tower (added in latl 3.1.0)
» Custom re-branding for login (added in Ansible Tower 2.4.0)
* SAML and RADIUS Authentication Support (added in Ansible Tower 2.4.0)
¢ Multi-Organization Support
* Activity Streams
e Surveys
* LDAP Support
* Active/Passive Redundancy
» System Tracking (added in Ansible Tower 2.2.0)

Enterprise: Standard or Enterprise: Premium license users with versions of Ansible Tower prior to 2.2 must import a
new license file to enable System Tracking.

2.6 Tower Component Licenses

To view the license information for the components included within Ansible Tower, refer to /usr/share/doc/
ansible-tower—-<version>/README where <version> refers to the version of Ansible Tower you have
installed.

To view a specific license, refer to /usr/share/doc/ansible-tower-<version>/x.txt, where x is re-
placed by the license file name to which you are referring.

2.5. License Features 7



CHAPTER
THREE

LOGGING IN

To log in to Tower, browse to the Tower interface at: http://<Tower server name>/

ANSIBLE
TOWER

by Red Hat’

Welcome to Ansible Tower! Please sign in.

USERNAME

admin

PASSWORD

Log in using a valid Tower username and password.

The default username and password set during installation are admin and password, but the Tower administrator may
have changed these settings during installation. If the default settings have not been changed, you can do so by

accessing the Users link from the Settings ( | : | ) Menu.




CHAPTER
FOUR

IMPORT A LICENSE

Tower requires a valid license to run. If you did not receive a license from Ansible directly or via email, or have issues
with the license you received, refer to http://www.ansible.com/license for free and paid license options (including free
trial licenses) or contact Ansible via the Red Hat Customer portal at https://access.redhat.com/.

Note: To successfully add your license, you must be logged on as the Superuser. Otherwise, the operation will fail.

@ ouer )

TOWER LICENSE

Welcome to Ansible Tower! Please complete the steps below to acquire a license.

1 Please click the button below to visit Ansible's website to get a Tower license key.

REQUEST LICENSE

2 Choose your license file, agree to the End User License Agreement, and click submit.

*LICENSE FILE
BROWSE No file selected.
*END USER LICENSE AGREEMENT

ANSIBLE TOWER BY RED HAT END USER LICENSE AGREEMENT

This end user license agreement ("EULA") governs the use of the Ansible Tower software and any related updates,
upgrades, versions, appearance, structure and organization (the "Ansible Tower Software”), regardless of the delivery
mechanism.

1. License Grant. Subject to the terms of this EULA, Red Hat, Inc. and its affiliates (“Red Hat") grant to you ("You") a non-

"I 1 agree to the End User License Agreement

Copyright © 2017 Red Hat, Inc.

To add your license:
1. Save your license (or save the license contents to a text file locally, if needed).

2. Click the Browse button and navigate to the location where the license file is saved to upload it. The uploaded
license may be a plain text file or a JSON file, and must include properly formatted JSON code.

3. Once uploaded, check to agree to the End User License Agreement and click Submit.

Once your license has been accepted, Tower navigates you to the main Ansible interface for the Dashboard (which
you can access by clicking on the Ansible Tower logo at the top left of the screen as well).
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For later reference, you can view this license from the Settings ( ) Menu’s ‘VIEW YOUR LICENSE’ link.

o TOWER PROJECTS INVENTORIES TEMPLATES JoBs @ admin & = & 10}
SETTINGS / LICENSE

DETAILS LICENSE MANAGEMENT

LICENSE @ Valid License Choose your license file, agree to the End User License Agreement, and click submit.

VERSION 3.1.0 * LICENSE FILE

LICENSE TYPE Enterprise BROWSE No file selected.

SUBSCRIPTION Ansible Tower By Red Hat,

*END USER LICENSE AGREEMENT
Standard (1000 Managed Nodes)

LICENSE KEY 57499925a127be7b3038d7a1776 ANSIBLE TOWER BY RED HAT END USER LICENSE AGREEMENT
5cf710b5730e5f38f6b0e580bfe90 This end user license agreement ("EULA") governs the use of the Ansible Tower software and any related updates, upgrades,
c7deaz40 versions, appearance, structure and organization (the “Ansible Tower Software™), regardless of the delivery mechanism.
EXPIRES ON 03/04/2289 1. License Grant. Subject to the terms of this EULA, Red Hat, Inc. and its affiliates ("Red Hat") grant to you ("You") a non-
transferable, non-exclusive, worldwide, non-sublicensable, limited, revocable license to use the Ansible Tower Software for the
TIME REMAINING 99368 Days I 1 agree to the End User License Agreement
HOSTS AVAILABLE 1000
HOSTS USED 1
HOSTS REMAINING 999

If you are ready to upgrade, please contact us by clicking the
button below

UPGRADE

Copyright ® 2017 Red Hat, Inc.

4.1 Adding a Tower License Manually

If you are in a situation where uploading a file is not allowed due to a locked down environment, you can add the
Ansible Tower license by hand using Tower’s APL

Note: To successfully add your license, you must be logged on as the Superuser. Otherwise, the operation will fail.
Use only the procedure described here for applying a license via the API. Do not put the license in a file, and manually
placing it in the license directory of your Ansible Tower install. The ability to do so has been deprecated in version
3.1.0.

To add the license file manually:
1. In Tower’s REST API, at the /api/v1/config/ endpoint, scroll down to the POST text entry box.

2. Add your valid license, the one you received directly from Ansible, to the POST box using the following as an
example:

{"eula_accepted" : "true",
"subscription_name": "Enterprise Tower up to 100000 Nodes",
"features": {},
"instance_count": 100000,
"trial": false,
"contact_email": "maddux@hotdog.com",
"company_name": "Dr. Maddux Golden",
"license_type": "enterprise",

4.1. Adding a Tower License Manually 10
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"license_key":

"contact_name":
"license_date":

"Dr. Maddux Golden",
0000000000,

S "xxx111xx111xxx]1x]1x1x1x1x11xl1xxxx1x1xx]1x1xx1xlxlxlxxx]11llxxlxlxxlx"

3. When finished, click the POST button and review your license.

4.1. Adding a Tower License Manually

11




CHAPTER
FIVE

THE TOWER DASHBOARD AND INTERFACE

Note: Ansible Tower 3.0 provides a streamlined interface, with the Settings ( | : ) button offering access to ad-
ministrative configuration options. Users of older versions of Ansible Tower (2.4.5 or older) can access most of these
through the top-level navigational menu or from their “Setup” menu button.

The Tower Dashboard offers a friendly graphical framework for your IT orchestration needs. Across the top-left side
of the Tower Dashboard, administrators can quickly navigate to their Projects, Inventories, Job Templates, and Jobs.

Across the top-right side of this interface, administrators can access the tools they need to configure organizations,
users, groups, and permissions as well as view related documentation, access portal mode, and log out.

0 TOWER ~ PROJECTS  INVENTORIES ~ TEMPLATES  JOBS @admn  H = & O

DASHBOARD [ ]

At the top of the Dashboard is a summary of your hosts, inventories, and projects. Each of these is linked to the
corresponding object in Tower, for easy access.

1 0 1 0 1 0

HOSTS FAILED HOSTS INVENTORIES INVENTORY SYNC FAILURES PROJECTS PROJECT SYNC FAILURES

On the main Tower Dashboard screen, a summary appears listing your current Job Status. Also available for review
are summaries of Recently Used Job Templates and Recently Run Jobs.

12
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JOB STATUS PERIOD = PASTMONTH ~ JOBTYPE  ALL ~v VIEW ALl w
1
0.8
0.6
w
o
- 0.4|
0.2|
0
05/15 0517 0519 os/21 05/23 05/25 05727 05/29 05/31 06/02 06/04 06/06 06/08 06/10 06/12 06/15
TIME
RECENTLY USED JOB TEMPLATES RECENTLY RUN JOBS
No job templates were recently used. No jobs were recently run.

You can create a job template here.

Note: Clicking on the Ansible Tower logo at any time returns you to the Dashboard.

5.1 Tower Admin Menu

| (@) admin
The Tower user menu is accessed by clicking .

From here, you can:

* View/Edit the properties of the Tower admin account

* View the activity stream for that user (by clicking on the Activity Stream w button)
* View the Organizations which have been setup for the Tower user
* View the Teams to which the Tower user has been added

¢ View the Permissions for this Tower admin account

5.1. Tower Admin Menu 13
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o TOWER PROJECTS

SETTINGS / USERS / ADMIN

ADMIN  Aomin

m ORGANIZATIONS TEAMS

* FIRST NAME

* USERNAME

admin

USER TYPE

System Administrator

5.2 Settings Menu

INVENTORIES

TEMPLATES JOBS

PERMISSIONS

* LAST NAME

PASSWORD
SHOW

* EMAIL

@ admin L.

il
L
G

admin@example.com

CONFIRM PASSWORD

SHOW

CANCEL

To enter the Settings Menu screen for Ansible Tower, click the l:l button. This screen allows you to create your
organizations, add credentials, add users and teams, schedule management jobs, modify your Tower’s configuration,
and more. You can also view your license from the Settings Menu’s ‘View Your License’ link.

o TOWER PROJECTS

SETTINGS

ORGANIZATIONS

Group all of your content to manage permissions
across departments in your company.

MANAGEMENT JOBS
Manage the cleanup of old job history, activity

streams, data marked for deletion, and system
tracking info.

CONFIGURE TOWER

Edit Tower's configuration

INVENTORIES

TEMPLATES JoBs

USERS

Allow others to sign into Tower and own the
content they create,

INVENTORY SCRIPTS

Create and edit scripts to dynamically load hosts
from any source.

ABOUT TOWER

View information about this version of Ansible
Tower.

TEAMS

Split up your organization to associate content
and control permissions for groups.

NOTIFICATIONS

Create templates for sending notifications with
Email, HipChat, Slack, and SMS.

@ admin £ = & (U]

CREDENTIALS
Add passwords, SSH keys, etc. for Tower to use

when launching jobs against machines, or when
syncing inventories or projects.

VIEW YOUR LICENSE

View and edit your license information.

Copyright © 2016 Red Hat, Inc.

5.2. Settings Menu
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5.3 My View — User Menu

My View, a user’s single-page view of jobs and job templates, can be accessed by clicking the My View ( )

button.

My View is a simplified interface for users that need to run Ansible jobs, but that do not need an advanced knowledge
of Ansible or Tower. My View could be used by, for instance, development teams, or even departmental users in

non-technical fields.

My View offers Tower users a simplified, clean interface to the jobs that they are able to run, and the results of jobs

that they have run in the past.

Pressing the
configured to do so.

Other portions of the interface are hidden from view until My View is exited.

0 TOWER PROJECTS INVENTORIES TEMPLATES JoBS

MY VIEW

JOB TEMPLATES @&

Q KEY

NAME = DESCRIPTION = ACTIONS

Demo Job Template 4

ITEMS 1-10

JoBs &B

NAME =

@® Demo Job Template

button beside a job in My View launches it, potentially asking some survey questions if the job is

m
Luj
(e

@ admin ol

[ mvjoes [RETNISES

KEY

FINISHED ~

2/27/2017 1:44:47 PM

TEMS 1-10F1

Coovright © 2017 Red Hat. Inc.
My View can be accessed in two ways:

—
|

« via the My View (" ) button at the top-right of the Tower interface
* by navigating to https://<Tower server name>/portal
My View displays two main sections—/ob Templates and Jobs.

5.3.1 Job Templates

This shows the job templates that are available for the user to run. This list can be searched by Name or Description,

and can be sorted by those keys as well. To launch a job template, click the
can be viewed in My Jobs.

button. This launches the job, which

Note: Unlike Tower’s main interface, you are not automatically redirected to the Job view for the launched job. This
view is still accessible via the View Details button for this job run in the My Jobs panel. This is useful for instances
when a job fails and a non-technical user needs an Ansible expert look at what might have gone wrong.

5.3. My View — User Menu 15
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5.3.2 Jobs

This shows the list of jobs that have run in the past.

Sort for jobs specific to you by clicking on the My Jobs button or review all jobs you have access to view by clicking
on the All Jobs button, next to the search bar.

* My Jobs: View jobs that you (as the user) ran .
* All Jobs: View your team members’ completed jobs, viewable based on your RBAC permissions.

For each job, you can view the Job ID, the Status of the job (Running, Pending, Successful, or Failed), its start time,
and the job Name. The job list can be sorted by any of these fields. Clicking on the Details button opens a new window
with the Job Details for that job (refer to Jobs for more information).

5.4 Dashboard Views

The central interface to Tower is the Dashboard. You will use the dashboard to quickly view job statuses, recently run
jobs, and recently used job templates.

o TOWER PROJECTS INVENTORIES TEMPLATES Joss @ admin & = &

= o
DASHBOARD @
HOSTS FAILED HOSTS INVENTORIES INVENTORY SYNC FAILURES PROJECTS PROJECT SYNC FAILURES
JOB STATUS PERIOD | PASTMONTH + | JOBTYPE | ALL ~ VIEW | ALL &
2
15
@
8
=3
05
orz7 01729 01731 02102 02/04 02/06 02/08 0210 02/12 02/14 02/16 02118 02120 02/22 02124 02126 02727
TIME
RECENTLY USED TEMPLATES VIEW ALL RECENTLY RUN JOBS
NAME ACTIVITY ACTIONS No jobs were recently run.
Demo Job Template 4 prd

Coovrieht © 2017 Red Hat. Inc.

5.4.1 Job Status

The Job Status graph displays the number of successful and failed jobs over a specified time period. You can choose
to limit the job types that are viewed, and to change the time horizon of the graph.

5.4.2 Recently Used Job Templates

The Jobs section of this display shows a summary of the most recently used jobs. You can also access this summary
by clicking on the Jobs entry in the main navigation menu.

5.4. Dashboard Views 16
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5.4.3 Recently Run Jobs

The Recently Run Jobs section displays which jobs were most recently run, their status, and notes when they were run
as well.

5.5 Activity Streams

@

Most screens in Tower have an Activity Stream ( ) button. Clicking this brings up the Activity Stream for this

object.
o TOWER PROJECTS INVENTORIES TEMPLATES JoBs @ admin & = & (V)
ACTIVITY STREAM []
ACTIVITY STREAM | ALL ACTIVITY
SEARCH Q KEY Al Activity v
TIME « INITIATED BY = EVENT ACTIONS
6/29/2016 10:20:41 AM admin created job Demo Job Template Q
6/29/2016 9:12:08 AM admin updated team Production Operations Q
6/29/2016 9:11:15 AM admin associated Production Operations member_role to jdoge Q
6/29/2016 9:11:15 AM admin associated Production Operations admin_role to gdoge Q
6/29/2016 9:10:54 AM admin created team Production Operations Q
6/29/2016 9:10:12 AM admin associated cdoge member_role to Honey Dog, Inc. Q
6/29/2016 9:10:12 AM admin updated user cdoge Q
6/29/2016 9:10:12 AM admin created user cdoge Q
6/29/2016 9:09:39 AM admin associated jdoge member_role to Honey Dog, Inc. Q
6/29/2016 9:09:39 AM admin updated user jdoge Q
6/29/2016 9:09:39 AM admin created user jdoge Q
6/29/2016 9:09:12 AM admin associated gdoge member_role to Honey Dog, Inc. Q
6/29/2016 9:09:12 AM admin updated user gdoge Q
6/29/2016 9:09:12 AM admin created user gdoge Q
6/29/2016 9:08:40 AM admin associated admin member_role to Honey Dog, Inc. Q
6/29/2016 9:08:25 AM admin created organization Honey Dog, Inc. Q
6/29/2016 9:08:25 AM admin associated system_auditor to Honey Dog, Inc. Q
6/29/2016 9:08:25 AM admin associated system_administrator to Honey Dog, Inc. Q
6/29/2016 9:08:02 AM admin Event summary not available Q
6/29/2016 9:08:02 AM admin Event summary not available Q
2 3 PAGE 1 OF 3 ITEMS 1-20 OF 52

Copyright © 2017 Red Hat, Inc.

An Activity Stream shows all changes for a particular object. For each change, the Activity Stream shows the time of

5.5. Activity Streams 17



Ansible Tower User Guide, Release Ansible Tower 3.1.1

the event, the user that initiated the event, and the action. Clicking on the Examine ( h) button shows the event log
for the change.

EVENT 8

INITIATED BY  system on 2/27/2017 12:39:31 PM

ACTION created host localhost

CHANGES
{

“name": “localhost",

“variables': "ansible_connection: local®,
“enabled": true,

“instance_id": "*

“inventory": “Demo Inventory-1",

"id“: 1,

“description®: "*

The Activity Stream can be filtered by the initiating user (or the system, if it was system initiated), and by any related
Tower object, such as a particular credential, job template, or schedule.

The Activity Stream on the main Dashboard shows the Activity Stream for the entire Tower instance. Most pages in
Tower allow viewing an activity stream filtered for that specific object.

5.5. Activity Streams 18



CHAPTER
SIX

SEARCH

Ansible Tower release 3.1 introduces the Tower Search, a powerful search tool that provides both search and filter
capabilities that span across multiple functions.

Q KEY

Acceptable search criteria are provided in an expandable “cheat-sheet” accessible from the Key button.

e TOWER PROJECTS INVENTORIES TEMPLATES ~ JOBS @ admin & = & 0]
SETTINGS / USERS / JDOGE / ORGANIZATIONS @
JDOGE  audiror
DETAILS 'ORGANIZATIONS TEAMS PERMISSIONS
< HEE

EXAMPLES: id>10  created:>="2000-01-01T00:00:00Z"  created:<2000-01-01  name:foobar

FIELDS: d, type, created, modified, name, description

RELATED FIELDS: modified_by, workflow_job_template, label, project, inventory, activity.stream, notification_templates_any, notification_templates_error, team, credential, notification_template, custom_inventory_script, created_by, notification_templates_success

ADDITIONAL INFORMATION: For additional information on advanced search search syntax please see the Ansible Tower documentation

NAME ~ DESCRIPTION &

Default

ITEMS 1-10F1

A few rules to note about searching and filtering, and what the syntax equivalent is for each:
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Rule

Syntax Equivalent

Searches are not case-senstitive.
Example: FooBar

name:icontains: foobar

Entering key terms in the search will find all instances
of that term across all fields.

Example 1: mySearchTerm

Example 2: In a Projects List, organization: foo
searches for name AND description.

name:icontains:mySearchTerm

Specific name searches will search against the API
name.

Example: Management job in the user interface is
system_job in the APL

Placing a search string inside quotes will search for all
instances that match exactly to that search string.
Example: "foo bar baz"

AND foo AND bar AND baz

Searching terms without quotes will search for any in-
stances that match any of the terms.
Example: foo bar baz

OR foo OR bar OR baz

Click Clear All to clear the search criteria.

Q KEY

6.1 Sort
Use the arrows in each column to sort by ascending or descending order.

e TOWER PROJECTS INVENTORIES TEMPLATES JoBS

JoBS

m SCHEDULES
- Q KEY
D # re NAME # TYPE 4 FINISHED + LABELS
e N Murphy, Perez and Lane SCM Update 2/27/2017 5:21:19 PM

The direction of the arrow indicates the sort order of the column.

6.1. Sort

20
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o TOWER PROJECTS INVENTORIES TEMPLATES ~ JOBS @ admin & = & »

Jos

m SCHEDULES

Q KEY
D % NAME = TYPE % FINISHED % LABELS ACTIONS
®3 Demo Project SCM Update 2/27/2017 1:43:30 PM Q # @@
®5 Harmon Group SCM Update 2/27/2017 5:21:11 PM Q L4 o}
L] Martinez-Duarte SCM Update 2/27/2017 5:21:16 PM Q 4 o
® 10 Moore Group SCM Update 2/27/2017 5:21:18 PM Q r 4 io ]
eon Murphy, Perez and Lane SCM Update 2/27/2017 5:21:19 PM Q 4 io ]
®6 Sanchez-Rodriguez SCM Update 2/27/2017 5:21:12 PM Q £ o}
®9 Ward, Hale and Peterson SCM Update 2/27/2017 5:21:17 PM Q 4 o
e7 Warren-johnson SCM Update 2/27/2017 5:21:13PM @ * o}
ITEMS 1-8OF 8

6.1. Sort 21



CHAPTER
SEVEN

ORGANIZATIONS

An Organization is a logical collection of Users, Teams, Projects, and Inventories, and is the highest level in the
Tower object hierarchy.

Organizations

/ /N N
7 \ N~

Inventories Teams Projects Jobs
Credentials Playbooks
Permissions Job
Templates
— Users
1

Credentials
Permissions

The Organizations link from the Settings ( l:I ) menu displays all of the existing organizations for your installation
of Tower. Organizations can be searched by Name or Description. Modify and remove organizations using the Edit
and Delete buttons.

Note: Tower creates a default organization automatically. Users of Tower with a Self-Support level license (formerly
called Basic) only have the default organization available and should not delete it. Users of older versions of Tower
(prior to 2.2) will not see this default organization.

22
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6 TOWER PROJECTS INVENTORIES TEMPLATES ~ JOBS @ admin ] = & [0}

SETTINGS / ORGANIZATIONS

ORGANIZATIONS

al| B
DEFAULT rd Ty
Place crganization description here
@D USERS @B TEAMS
@D INVENTORIES @B PROJECTS
@ OB TEMPLATES @D ADMINS
ITEMS 1-1OF 1

Copyright © 2017 Red Hat, Inc.

Enterprise: Standard and Enterprise: Premium Tower licenses allow you to create a new Organization by selecting the

Note: If you are using Ansible Tower with a Self-Support level license (formerly called Basic), you must use the
default Organization. Do not delete it and try to add a new Organization, or you will break your Tower setup. Only
Enterprise: Standard or Enterprise: Premium Tower licenses have the ability to add new Organizations beyond the
default.

1. Enter the Name for your Organization.
2. Optionally, enter a Description for the Organization.
3. Click Save to finish creating the Organization.

e TOWER PROJECTS  INVENTORIES ~ TEMPLATES  JOBS @admn K =B & (V]

SETTINGS / ORGANIZATIONS / CREATE ORGANIZATION

NEW ORGANIZATION

*NAME DESCRIPTION

CANCEL

Once created, Tower displays the Organization details, and allows for the managing of users and administrators for the
Organization.

23
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o TOWER PROJECTS INVENTORIES TEMPLATES Joss @ admin o = & [0)
SETTINGS / ORGANIZATIONS / HONEY DOG, INC.
HONEY DOG, INC.
*NAME DESCRIPTION
Honey Dog, Inc. A capable company making capable things
CANCEL m
ORGANIZATIONS @B
Qe L=l
DEFAULT rd w HONEY DOG, INC. o w
Place organization description here A capable company making capable things
@ USERS TEAMS @ USERS @ TEAMS
@D INVENTORIES PROJECTS @D NVENTORIES @ PROJECTS
@D OB TEMPLATES @ ADMINS @D )OB TEMPLATES @ ADMINS

ITEMS 1-20F 2

Copyright ©2017 Red Hat, Inc.

7.1 Organizations - Users

Clicking on Users (beside Details when viewing your organization), displays all the Users associated with this Orga-
nization. A User is someone with access to Tower with associated roles and Credentials.

SETTINGS / ORGANIZATIONS / HONEY DOG, INC. / USERS

HONEY DOG, INC.

DETAILS m NOTIFICATIONS

USER = ROLE

admin

siose [ nuoo ] x wevoen ] svrew soumsraaror
Jioge [ e womor

ITEMS 1-40F4

As you can manage the user membership for this Organization here, you can manage user membership on a per-user

basis via the Users link available from the Settings | : | menu.) The user list may be sorted by username and role.
Use the Tower Search to search for users by various attributes. Refer to the Search chapter for more information.

Clicking on a user brings up that user’s details, allowing you to review, grant, edit, and remove associated permissions
for that user. For more information, refer to Users.

7.1.1 Add a User

In order to add a user to an organization, the user must already be created in Tower. Refer to Create a User to create a
user. To add existing users to the Organization:

7.1. Organizations - Users 24
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1. Click the m button.

2. Select one or more users from the list of available users by clicking the checkbox next to the user(s). Doing so
expands the lower part of the Wizard to assign roles to each user.

HONEY DOG, INC. | ADD USERS
1 Please select Users from the list below.
SEARCH Q KEY

USERNAME * FIRST NAME % LAST NAME 3

admin

austin78 John Webb

gdoge Gerry Doge

gonzalezheidi William Thomas

hartmanandrea Karla Brown

< 2 3> PAGE10F3 ITEMS 1-50OF 15

2 Please assign roles to the selected users/teams

John Webb  user SELECT ROLES

Gerry Doge ustr SELECT ROLES

3. For each user, click from the drop-down menu to select one or more roles for that user.

Note: For help on what the roles mean, click the Key button. For more information, refer to the Roles
section of this guide.

HONEY DOG, INC. | ADD USERS

1 Please select Users from the list below.

SEARCH Q KEY

USERNAME = FIRST NAME = LAST NAME %
admin

austin78 John Webb

gdoge Gerry Doge
gonzalezheidi William Thomas

hartmanandrea Karla Brown

< 2 3 > PAGE10F3 ITEMS 1-50F 15

2 Please assign roles to the selected users/teams

John Webt s [ “aamin ]« ermber
Gery Doge s [ udtor ]+ ember ]

In this example, two users have been selected and each have been granted certain roles within this organization.

7.1. Organizations - Users 25
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4. Click the Save button when done.

7.2 Organizations - Notifications

Clicking on Notifications (beside Users when viewing your organization), allows you to easily manage notifications
for this organization.

+ ADD NOTIFICATION TEMPLATE
Click on the button to create a notification.

Supported notification sources include Slack, Email, SMS (via Twilio), HipChat, and more. Refer to Notifications for
more information.

e

SETTINGS / NOTIFICATIONS / CREATE NOTIFICATION TEMPLATE

NEW NOTIFICATION TEMPLATE

* NAME DESCRIPTION * ORGANIZATION
Q

*TYPE

Choose a type v

CANCEL

7.3 Organization - Summary

An at-a-glance view of various resources associated with an organization displays at the bottom of each Organization
view, called the Organization Summary.

ORGANIZATIONS EB

DEFAULT rd T HONEY DOG, INC. ° i)
Place organization description here A capable company making capable things

@& USERS &) TEAMS @D USERS @ TEAMS

@D INVENTORIES @& PROJECTS @D INVENTORIES @ PROJECTS

@ )OB TEMPLATES @P ADMINS @ JOB TEMPLATES ADMINS

ITEMS 1-20F2

Click on each of the categories to view a list of resources associated with them. Some allow resources to be added,
edited, or deleted, such as Users and Admins, while others require editing from another area of the user interface.

& Ty

From the summary, you can edit the details of an organization ( ) or delete it altogether ( ).

7.2. Organizations - Notifications 26



CHAPTER
EIGHT

USERS

A User is someone who has access to Tower with associated permissions and credentials. The Users link (found by

clicking on the Settings ( | : | ) menu and selecting Users) allows you to manage all Tower users. The User list may
be sorted and searched by Username, First Name, or Last Name headers to toggle your sorting preference).

e TOWER PROJECTS INVENTORIES TEMPLATES JoBs ‘] admin T = & L')
SETTINGS / USERS ﬁ,\
USERs BB

Q KEY +ADD
USERNAME = FIRST NAME = LAST NAME & ACTIONS
admin rd
amber30 Jennifer Rodriguez & ]
brownangela Martin Frost & iy
eric42 Kelly Hampton & |
uhall Paula Bishop & |

TEMS 1-50F5

There are three types of Tower Users that can assigned from the Create User screen:

* Normal User: Normal Users have read and write access limited to the resources (such as inventory, projects,
and job templates) for which that user has been granted the appropriate roles and privileges.

* System Auditor: Auditors implicitly inherit the read-only capability for all objects within the Tower environ-
ment.

* System Administrator: A Tower System Administrator (also known as Superuser) has admin, read, and write
privileges over the entire Tower installation. A System Administrator is typically responsible for managing
all aspects of Tower and delegating responsibilities for day-to-day work to various Users.
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SETTINGS / USERS / CREATE USER

e

NEW USER
*FIRST NAME *LAST NAME *EMAIL
* USERNAME * ORGANIZATION *PASSWORD
Q SHOW
* CONFIRM PASSWORD USER TYPE /
SHOW Normal User a
Normal User

System Auditor CANCEL

System Administrator

Note: The initial user (usually “admin”) created by the Tower installation process is a Superuser. One Superuser must
always exist. To delete the “admin” user account, you must first create another Superuser account.

8.1 Create a User

To create a new user:

1. Click the m button, which opens the Create User dialog.

il
Ly
G

o TOWER PROJECTS INVENTORIES TEMPLATES JoBs @ admin e

SETTINGS / USERS / CREATE USER

e

NEW USER
* FIRST NAME * LAST NAME *EMAIL
* USERNAME * ORGANIZATION *PASSWORD
Q SHOW
* CONFIRM PASSWORD USER TYPE
SHOW Normal User -

CANCEL

s @ oo

Q KEY
USERNAME = FIRST NAME 3 LAST NAME = ACTIONS
admin &

2. Enter the appropriate details into the following fields:
* First Name

¢ Last Name

8.1. Create a User 28
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¢ Email
¢ Username

* Organization (Choose from an existing organization—this is the default organization if you are using a Self-
Supported level license.)

e Password
¢ Confirmation Password

» User Type (The System Administrator, superuser, has full system administration privileges for Tower. Assign
with caution!)

3. Select Save when finished.

Once the user is successfully created, the User dialog opens for that newly created User. Note the count for the number

of users has also been updated, and a new entry for the new user is added to the list of users below the edit form. This
%]

&

is the same dialog that is opened if the Edit ( ) button beside a User is clicked from the Users link within Tower’s

Settings ( l:l ). Here, the User’s Organizations, Teams and Permissions, as well as other user membership details,
may be reviewed and modified.
o TOWER PROJECTS INVENTORIES TEMPLATES JoBs @ admin £ = & [0}

SETTINGS / USERS / |DOGE 2

JDOGE  aupiToR

m ORGANIZATIONS TEAMS PERMISSIONS

* FIRST NAME *LAST NAME *EMAIL
Josie Doge josie@honeydog.com
* USERNAME PASSWORD CONFIRM PASSWORD
jdoge SHOW SHOW

USER TYPE

System Auditor v

CANCEL

= =

Q KEY
USERNAME = FIRST NAME = LAST NAME = ACTIONS
admin &
amber30 Jennifer Rodriguez y o]
brownangela Martin Frost & &
eric42 Kelly Hampton & o

( jdoge Josie Doge o & )
uhall Paula Bishop & &
ITEMS 1-60F6

Copyright © 2017 Red Hat, Inc.
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8.2 User Types - Quick View

Once a user has been created, you can easily view permissions and user type information by looking beside their user
name in the User overview screen.

. [\ )
SETTINGS  LSERS /IDOGE View user labels here for w

jooce oren = Auditor, Admin, LDAP, etc.
m ORGANIZATIONS TEAMS PERMISSIONS

* FIRST NAME *LAST NAME *EMAIL

Josie Doge josie@honeydog.com

If the user account is associated with an enterprise-level authentication method (such as SAML, RADIUS, or LDAP),
the user type may look like:

SETTINGS / USERS / |DOGE [ ]

JDOGE  RapiUS

DETAILS ORGANIZATIONS TEAMS PERMISSIONS

*FIRST NAME *LAST NAME *EMAIL

Josie Doge josie@honeydog.com

If the user account is associated with a social authentication method, the user type will look like:

e

SETTINGS / USERS / |DOGE

JDOGE  sociaL

DETAILS ORGANIZATIONS TEAMS PERMISSIONS

*FIRST NAME *LAST NAME *EMAIL

Josie Doge josie@honeydog.com

8.3 Users - Organizations

This displays the list of organizations of which that user is a member. This list may be searched by Organization Name
or Description. Organization membership cannot be modified from this display panel.

n
Li
c]

e TOWER PROJECTS INVENTORIES TEMPLATES JOoBS ® admin L

e

SETTINGS / USERS / JDOGE / ORGANIZATIONS

JDOGE  aubiTOR

DETAILS 'ORGANIZATIONS TEAMS PERMISSIONS
Q KEY
NAME + DESCRIPTION =
Honey Dog, Inc. A capable company making capable things

ITEMS 1-10F1
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8.4 Users - Teams

This displays the list of teams of which that user is a member. This list may be searched by Team Name or Descrip-
tion. Team membership cannot be modified from this display panel. For more information, refer to 7eams.

Until a Team has been created and the user has been assigned to that team, the assigned Teams Details for the User
appears blank.

@ TOWER PROJECTS INVENTORIES TEMPLATES JjoBs @ admin £+ = & V]

SETTINGS / USERS / JDOGE / TEAMS [ ]

JDOGE  auoiTor

DETAILS ORGANIZATIONS m PERMISSIONS

THIS USER IS NOT A MEMBER OF ANY TEAMS

8.5 Users - Permissions

The set of Permissions assigned to this user (role-based access controls) that provide the ability to read, modify, and
administer projects, inventories, job templates, and other Tower elements are Privileges.

This screen displays a list of the privileges that are currently available for a selected User. The privileges list may be
sorted and searched by Name, Type, or Role.

@ TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin & = & (0]

SETTINGS / USERS / JDOGE / PERMISSIONS (V]

JDOGE  auoiTor

DETAILS ORGANIZATIONS TEAMS
Q KEY +ADD PERMISSIONS

NAME = TYPE = ROLE = ACTIONS
System Auditor x
Honey Dog, Inc. Organization Member %

ITEMS 1-20F2

8.5.1 Add Permissions

To add permissions to a particular user:

1. Click the button, which opens the Add Permissions Wizard.
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JDOGE | ADD PERMISSIONS

1 Please select resources from the lists below.

OB TEMPLATES WORKFLOW TEMPLATES PROJECTS INVENTORIES CREDENTIALS

SEARCH Q

NAME = DESCRIPTION %

‘Adams, Griffin and Johnson Stand-alone didactic support

Arnold, Harrison and Wagner Future-proofed national approach

Open-architected coherent
conglomeration

Brown, Taylor and Cortez
Daniel, Best and Green Assimilated hybrid analyzer

Demo Job Template

2 3|4|> PAGE10F4 ITEMS 1-50F18

2. Click to select the Tower object for which the user will have access:
* Job Templates. This is the default tab displayed in the Add Permissions Wizard.
¢ Workflow Templates
¢ Projects
* Inventories

¢ Credentials

Note:  You can assign different roles to different resources all at once to avoid having to click the

+ ADD PERMISSIONS . . . .
button. To do so, simply go from one tab to another after making your selections without
saving.

3. Perform the following steps to assign the user specific roles for each type of resource:
(a) In the desired tab, click the checkbox beside the name of the resource to select it.
The dialog expands to allow you to select the role for the resource you chose.
(b) Select the role from the drop-down menu list provided:
¢ Admin allows read, run, and edit privileges (applicable to all Tower objects)
* Execute allows read and run privileges (applicable to job templates and workflow templates)

 Use allows use of the project in a job template (applicable to projects, inventories, and credentials)

Update allows updating of project, inventory, or group via the SCM Update (applicable to projects
and inventories)

Ad Hoc allows running of ad hoc commands (applicable to inventories)
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JDOGE | ADD PERMISSIONS

1 Please select resources from the lists below.

JOB TEMPLATES

SEARCH

'WORKFLOW TEMPLATES PROJECTS

NAME =

Adams, Griffin and Johnson

Arnold, Harrison and Wagner
Brown, Taylor and Cortez

Daniel, Best and Green

Demo Job Template

< 2 3 4 > PAGE10F4

2 Please assign roles to the selected resources

JOB TEMPLATES

Select a role

NAME

Demo Job Template

DESCRIPTION

INVENTORIES CREDENTIALS

Q

DESCRIPTION %

Stand-alone didactic support

Future-proofed national approach

Open-architected coherent
conglomeration

Assimilated hybrid analyzer

ITEMS 1-50F18

ACTIONS

]

Tip: Use the Key button to display the help text for each of the roles applicable to the resource selected.

(c) Review your role assignments for each of the Tower objects by clicking on their respective buttons in the

expanded section 2 of the Add Permissions Wizard.

JDOGE | ADD PERMISSIONS

1 Please select resources from the lists below.

JOB TEMPLATES WORKFLOW TEMPLATES

SEARCH

NAME =
Browning-Sutton

Collins LLC

Deleon, Webb and Nichols
Demo Inventory

Diaz-Garza

< 2 3 4|> PAGE10F4

o (D

CREDENTIALS

Q
ORGANIZATION %
Default
Mccoy-Hernandez
Mccoy-Hernandez
Default

Carroll, Wade and Brown

ITEMS 1-50F 16

2 Please assign roles to the selected resources

INVENTORIES

WORKFLOW TEMPLATES PROJECTS

Ad Hoc

NAME

Collins LLC

ORGANIZATION

CREDENTIALS

ACTIONS

Mecoy-Hernandez (]

(d) Click Save when done, and the Add Permissions Wizard closes to display the updated profile for the user

8.5.

Users - Permissions
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with the roles assigned for each selected resource.

SETTINGS / USERS / |DOGE / PERMISSIONS

JDOGE  AUDITOR

DETAILS ORGANIZATIONS TEAMS

NAME

Demo Job Template
Castaneda-Herrera

Collins LLC

Caldwell and Sons
Blankenship Inc

Rogers, Powell and Sweeney
Honey Dog, Inc.

Sample Workflow Job Template

Job Template
Project
Inventory
Credential
Credential
Job Template
QOrganization

‘Workflow Job Template

KEY

ROLE

System Auditor
Admin

Update

Ad Hoc

Use

Admin
Execute
Member

Admin

+ADD PERMISSIONS

ACTIONS

x

x

x

x

TEMS 1-90F9

e

To remove Permissions for a particular User, click the Disassociate ( b 4 ) button under Actions. This

launches a Remove Role dialog, asking you to confirm the disassociation.

Note: You can also add teams or individual users and assign them permissions at the object level (projects, inventories,
job templates, and workflow templates) as well. Ansible Tower release 3.1 introduces the ability to batch assign
permissions. This feature reduces the time for an organization to onboard many users at one time. For more details,
refer to their respective chapters in the Ansible Tower User Guide v3.1.1.

8.5. Users - Permissions
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CHAPTER
NINE

TEAMS

A Team is a subdivision of an organization with associated users, projects, credentials, and permissions. Teams
provide a means to implement role-based access control schemes and delegate responsibilities across organizations.
For instance, permissions may be granted to a whole Team rather than each user on the Team.

You can create as many Teams of users as make sense for your Organization. Each Team can be assigned permissions,
just as with Users.

Teams can also scalably assign ownership for Credentials, preventing multiple Tower interface click-throughs to assign
the same Credentials to the same user.

The Teams link, accessible by clicking on the Settings ( ﬂ ) button and then selecting Teams, allows you to manage
the teams for Tower. The team list may be sorted and searched by Name, Description, or Organization.

Buttons located in the upper right corner of the Team tab provide the following actions:
* View Activity Stream
* Create a new team
e TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin o = =] (0]

SETTINGS / TEAMS [\ ]

Activity Stream/

TEAMS @D

Create a new team /

PLEASE ADD ITEMS TO THIS LIST

Copyright © 2017 Red Hat, Inc.

9.1 Create a Team

To create a new Team:
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1. Click the m button.

o TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin -

)

8 o

SETTINGS / TEAMS / CREATE TEAM

e

NEW TEAM

DETAILS

* NAME DESCRIPTION * ORGANIZATION

Q

CANCEL

2. Enter the appropriate details into the following fields:
* Name
* Description (optional)
* Organization (Choose from an existing organization)
3. Click Save.

Once the Team is successfully created, Tower opens the Details dialog, which also allows you to review and edit your

d

Team information. This is the same menu that is opened if the Edit (
can also review Users and Permissions associated with this Team.

) button is clicked from the Teams link. You
o TOWER PROJECTS INVENTORIES TEMPLATES JoBS (@) admin -] = & (0]
SETTINGS / TEAMS / PRODUCTION OPERATIONS @

PRODUCTION OPERATIONS

m USERS PERMISSIONS

* NAME DESCRIPTION * ORGANIZATION
Production Operations ProdOps team Q. Honey Dog, Inc.
cocn. (0
TEAMS &

NAME = DESCRIPTION % ORGANIZATION % ACTIONS
Production Operations ProdOps team Honey Dog, Inc. o o]
ITEMS 1-10F1

Copyright ® 2017 Red Hat, Inc.
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9.1.1 Teams - Users

This menu displays the list of Users that are members of this Team. This list may be searched by Username, First

Name, or Last Name. For more information, refer to Users.

SETTINGS / TEAMS / PRODUCTION QPERATIONS / USERS

PRODUCTION OPERATIONS

DETAILS m PERMISSIONS

SEARCH Q KEY

USER =~ ROLE

admin

austin78 m

gdoge

Jdoge

ITE

Add a User

MS 1-40F4

In order to add a user to a team, the user must already be created in Tower. Refer to Create a User to create a user. To

add existing users to the Team:

1. Click the m button.

2. Select one or more users from the list of available users by clicking the checkbox next to the user(s)
expands the lower part of the Wizard to assign roles to each user.

PRODUCTION OPERATIONS | ADD USERS
1 Please select Users from the list below.
SEARCH Q

USERNAME FIRST NAME 3 LAST NAME %

jdoge Josie Doge

lindablankenship Mark Rodriguez
mariayoung Mercedes Cooper
mwilson Kristin Yates

orich Courtney George
3 > PAGE20F3 ITEMS 6-11 OF 15
2 Please assign roles to the selected users/teams

Josie Doge  ustr SELECT ROLES

Mark Rodriguez user SELECT ROLES

3. For each user, click from the drop-down menu to select one or more roles for that user.

. Doing so

9.1. Create a Team
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Note: For help on what the roles mean, click the Key button. For more information, refer to the Roles
section of this guide.

PRODUCTION OPERATIONS | ADD USERS

1 Please select Users from the list below.

SEARCH Q
USERNAME = FIRSTNAME LAST NAME %
jdoge Josie Doge
lindablankenship Mark Rodriguez
mariayoung Mercedes Cooper
mwilson Kristin Yates

orich Courtney George

<|1 3 » PAGE20F3 ITEMS 6-11 OF15

2 Please assign roles to the selected users/teams

fosie Doge. 51
Mark Rodriguez user

In this example, two users have been selected and each have been granted certain roles within this team.
4. Click the Save button when done.
9.1.2 Teams - Permissions

Selecting the Permissions view displays a list of the permissions that are currently available for this Team. The
permissions list may be sorted and searched by Name, Inventory, Project or Permission type.
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o TOWER PROJECTS INVENTORIES TEMPLATES Joss

SETTINGS / TEAMS / PRODUCTION OPERATIONS / PERMISSIONS

PRODUCTION OPERATIONS

DETAILS USERS PERMISSIONS

NAME TYPE

Demo Project Project
Demo Job Template Job Template
King PLC Inventory

Q KEY

ROLE

Use
Execute

Ad Hoc

m
L]
c

@) admin £

e

+ADD PERMISSIONS

ACTIONS
x
x

x

ITEMS 1-30F3

The set of privileges assigned to Teams that provide the ability to read, modify, and administer projects, inventories,

and other Tower elements are permissions.

By default, the Team is given the “read” permission (also called a role).

Permissions must be set explicitly via an Inventory, Project, Job Template, or within the Organization view.

Add Team Permissions

To add permissions to a Team:

1. Click the button, which opens the Add Permissions Wizard.

9.1. Create a Team
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PRODUCTION OPERATIONS | ADD PERMISSIONS
1  Please select resources from the lists below.

WORKFLOW TEMPLATES PROJECTS INVENTORIES CREDENTIALS
SEARCH Q

NAME * DESCRIPTION %

Alvarez, Owen and Osborne Grass-roots systematic support

Berry, Luna and Marshall Assimilated hybrid emulation

Blair-jones Automated zero-defect portal
Demo Job Template

Fischer LLC Customizable secondary data-warehouse

< 23 4 > PAGETOF4 ITEMS 1-50F18

2. Click to select the Tower object for which the user will have access:

¢ Job Templates. This is the default tab displayed in the Add Permissions Wizard.

Workflow Templates

Projects

Inventories

Credentials

Note:  You can assign different roles to different resources all at once to avoid having to click the

+ ADD PERMISSIONS . . . .
button. To do so, simply go from one tab to another after making your selections without
saving.

3. Perform the following steps to assign the user specific roles for each type of resource:
(a) In the desired tab, click the checkbox beside the name of the resource to select it.
The dialog expands to allow you to select the role for the resource you chose.
(b) Select the role from the drop-down menu list provided:
* Admin allows read, run, and edit privileges (applicable to all Tower objects)
* Execute allows read and run privileges (applicable to job templates and workflow templates)
 Use allows use of the project in a job template (applicable to projects, inventories, and credentials)

« Update allows updating of project, inventory, or group via the SCM Update (applicable to projects
and inventories)
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* Ad Hoc allows running of ad hoc commands (applicable to inventories)

PRODUCTION OPERATIONS | ADD PERMISSIONS
1 Please select resources from the lists below.

WORKFLOW TEMPLATES PROJECTS INVENTORIES CREDENTIALS
SEARCH Q

NAME = DESCRIPTION #

Alvarez, Owen and Osborne Grass-roots systematic support

Berry, Luna and Marshall Assimilated hybrid emulation

Blair-Jones Automated zero-defect portal
Demo Job Template

Fischer LLC Customizable secondary data-warehouse

€ 2 3 4 >| PAGE10OF4 ITEMS 1-50F18

2 Please assign roles to the selected resources
JOB TEMPLATES
Select a role

NAME DESCRIPTION ACTIONS

Demo Job Template [x]

Tip: Use the Key button to display the help text for each of the roles applicable to the resource selected.

(c) Review your role assignments for each of the Tower objects by clicking on their respective buttons in the
expanded section 2 of the Add Permissions Wizard.
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PRODUCTION OPERATIONS | ADD PERMISSIONS

1 Please select resources from the lists below.

JOB TEMPLATES 'WORKFLOW TEMPLATES PROJECTS w CREDENTIALS

SEARCH Q

NAME + ORGANIZATION %

[C Bond, Payne and Mitchell Default
[0 Deme Inventory Default

King PLC Default

ITEMS 1-30F3

2 Please assign roles to the selected resources

JOB TEMPLATES PROJECTS w CREDENTIALS

Ad Hoc

NAME ORGANIZATION ACTIONS

King PLC Default [x]

(d) Click Save when done, and the Add Permissions Wizard closes to display the updated profile for the user
with the roles assigned for each selected resource.

SETTINGS / TEAMS / PRODUCTION OPERATIONS / PERMISSIONS @

PRODUCTION OPERATIONS

SEARCH Q KEY + ADD PERMISSIONS

NAME TYPE ROLE ACTIONS
Demo Project Project Use '3
Demo Job Template Job Template Execute x
King PLC Inventory Ad Hoc x
ITEMS 1-30F3

To remove Permissions for a particular User, click the Disassociate ( x ) button under Actions. This
launches a Remove Role dialog, asking you to confirm the disassociation.

Note: You can also add teams or individual users and assign them permissions at the object level (projects, inventories,
job templates, and workflow templates) as well. Ansible Tower release 3.1 introduces the ability to batch assign
permissions. This feature reduces the time for an organization to onboard many users at one time. For more details,
refer to their respective chapters in the Ansible Tower User Guide v3.1.1.
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CHAPTER
TEN

CREDENTIALS

Credentials are utilized by Tower for authentication when launching Jobs against machines, synchronizing with inven-
tory sources, and importing project content from a version control system.

Tower credentials are imported and stored encrypted in Tower, and are not retrievable in plain text on the command
line by any user. Once a password or key has been entered into the Tower interface, it is encrypted and inserted
into the Tower database, and cannot be retrieved from Tower. You can grant users and teams the ability to use these
credentials, without actually exposing the credential to the user. If you have a user move to a different team or leave
the organization, you don’t have to re-key all of your systems just because that credential was available in Tower.

Note: Tower encrypts passwords and key information in the Tower database and never makes secret information
visible via the APL.

10.1 Understanding How Credentials Work

Ansible Tower uses SSH to connect to remote hosts (or the Windows equivolant). In order to pass the key from Tower
to SSH, the key must be decrypted before it can be written a named pipe. Tower then uses that pipe to send the key to
SSH (so that it is never written to disk).

If passwords are used, Ansible Tower handles those by responding directly to the password prompt and decrypting the
password before writing it to the prompt.

The encryption/decryption algorithm uses Electronic Code Book (ECB) as the mode of operation with AES-128 as the
block cipher. The 128-bit AES key is derived from the SECRET_KEY (found in the awx settings). Specific, sensitive,
Model fields in Tower are encrypted and include:

Credential: password, ssh_key_data, ssh_key_unlock, become_password, vault_password
UnifiedJob: start_args

Data is encrypted before it is saved to the database and is decrypted as is needed in Tower. The encryption/decryption
process derives the AES-128 bit encryption key from <SECRET_KEY, field_name, primary_key> where
field_name is the name of the Model field and primary_key is the database assigned auto-incremented record
ID. Thus, if any attribute used in the key generation process changes, Tower fails to correctly decrypt the secret.

Note: The rules of encryption and decryption for Ansible Tower also apply to one field outside of credentials, the
Unified Job start_args field, which is used through the job, ad_hoc_command, and system_ job data types.
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10.2 Getting Started with Credentials

The Credentials link, accessible from the Setting (a) button, displays a list of all available Credentials. It can be
sorted and searched by Name, Description, Type, or Owners.

o TOWER PROJECTS INVENTORIES TEMPLATES JoBS @ admin o) = & [0

SETTINGS / CREDENTIALS @

CREDENTIALS @D

NAME “ DESCRIPTION & TYPE OWNERS ACTIONS
Demo Credential Machine admin v W
ITEMS 1-10F1

Credentials added to a Team are made available to all members of the Team, whereas credentials added to a User are
only available to that specific User by default.

To help you get started, a Demo Credential has been created for your use.

Clicking on the link for the Demo Credential takes you to the Details view of this Credential.

o TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin Ee] = & 0]

e

SETTINGS / CREDENTIALS / DEMO CREDENTIAL

DEMO CREDENTIAL

DETAILS

*NAME DESCRIPTION ORGANIZATION
Demo Credential Q
*TYPE
Machine v
TYPE DETAILS
USERNAME PASSWORD PRIVATE KEY PASSPHRASE
admin SHOW
Ask at runtime? Ask at runtime?
PRIVILEGE ESCALATION VAULT PASSWORD
Choose a privilege escalation v SHOW

Ask at runtime?

PRIVATE KEY

Clicking on Permissions shows you users and teams associated with this Credential and their granted roles (owner,
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admin, auditor, etc.)

m
L
G

o TOWER PROJECTS INVENTORIES TEMPLATES JOBS @ admin e

e

SETTINGS / CREDENTIALS / DEMO CREDENTIAL / PERMISSIONS

DEMO CREDENTIAL

USER * ROLE TEAM ROLES
admin [ x _aowmin |
gdoge
jdoge [ svs7Em AupmTor |
ITEMS 1-30F3
You can click the m button to assign this Demo Credential to additional Users or Teams.
10.3 Add a New Credential
To create a new credential:
1. Click the m button located in the upper right corner of the Credentials screen.
e TOWER PROJECTS INVENTORIES TEMPLATES JoBs @ admin e = &8 o
SETTINGS / CREDENTIALS / CREATE CREDENTIAL ‘”‘,\

CREATE CREDENTIAL

DETAILS

*NAME DESCRIPTION ORGANIZATION
Q
*TYPE
Choose a type v

CANCEL

2. Enter the appropriate details depending on the type of credential as described in the following sections.

3. Click Save when done.

10.4 Credential Types

Topics:

o Machine
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* Network

* Source Control

* Amazon Web Services

* Rackspace

* VMware vCenter

* Red Hat Satellite 6

* Red Hat CloudForms

* Google Compute Engine

* Microsoft Azure Classic (Deprecated)

* Microsoft Azure Resource Manager

* OpenStack

10.4.1 Machine

Machine credentials enable Tower to invoke Ansible on hosts under your management. Just like using Ansible on
the command line, you can specify the SSH username, optionally provide a password, an SSH key, a key password,
or even have Tower prompt the user for their password at deployment time. They define ssh and user-level privilege
escalation access for playbooks, and are used when submitting jobs to run playbooks on a remote host.

CREATE CREDENTIAL

*NAME DESCRIPTION ORGANIZATION
Q
*TYPE
Machine v
TYPE DETAILS
USERNAME PASSWORD PRIVATE KEY PASSPHRASE
SHOW
Ask at runtime? Ask at runtime?
PRIVILEGE ESCALATION VAULT PASSWORD
Choose a privilege escalation v SHOW

Ask at runtime?

PRIVATE KEY

CANCEL

Machine credentials have several attributes that may be configured:

10.4. Credential Types 46



Ansible Tower User Guide, Release Ansible Tower 3.1.1

¢ Username: The username to be used for SSH authenticatation.

* Password: The actual password to be used for SSH authenticatation. This password can be stored encrypted in
the Tower database, if entered. Alternatively, you can configure Tower to ask the user for the password when
necessary by selecting “Ask at runtime?”. In these cases, a dialog opens when the job is launched, promoting
the user to enter the password and password confirmation.

» Private Key Passphrase: If the SSH Private Key used is protected by a password, you can configure a Key
Password for the private key. This password may be stored encrypted in the Tower database, if entered. Alterna-
tively, you can configure Tower to ask the user for the password as necessary by selecting “Ask at runtime?”.
In these cases, a dialog opens when the job is launched, prompting the user to enter the password and password
confirmation.

 Privilege Escalation: Specifies the type of escalation privilege to assign to specific users. This is equivalent to
specifying the ——become-met hod=BECOME_METHOD parameter, where BECOME_METHOD could be sudo
| su | pbrun | pfexec | dzdo | pmrun.

none: Assigns no privilege escalation to this credential.

sudo: Performs single commands with super user (root user) privileges
— su: Switches to the super user (root user) account (or to other user accounts)

— pbrun: Requests that an application or command be run in a controlled account and provides for advanced
root privilege delegation and keylogging.

— pfexec: Executes commands with predefined process attributes, such as specific user or group IDs.

— DZDO: An enhanced version of sudo that uses RBAC information in an Centrify’s Active Directory service
(see Centrify’s site on DZDO)

— pmrun: Requests that an application is run in a controlled account (refer to Privilege Manager for Unix
6.0)

PRIVILEGE ESCALATION PRIVILEGE ESCALATION USERNAME PRIVILEGE ESCALATION PASSWORD
Sudo v SHOW

Ask at runtime?

¢ Privilege Escalation Username ficld is only seen if an option for privilege escalation is selected. Enter the
username to use with escalation privileges on the remote system.

¢ Privilege Escalation Password: field is only seen if an option for privilege escalation is selected. Enter the
actual password to be used to authenticate the user via the selected privilege escalation type on the remote
system. This password may be stored encrypted in the Tower database, if entered. Alternatively, you may
configure Tower to ask the user for the password when necessary by selecting “Ask at runtime?”. In these cases,
a dialog opens when the job is launched, promoting the user to enter the password and password confirmation.

Note: Sudo Password must be used in combination with SSH passwords or SSH Private Keys, since
Tower must first establish an authenticated SSH connection with the host prior to invoking sudo to
change to the sudo user.

 Vault Password: If your playbook uses Ansible Vault, add the Vault password to your credentials here. Alter-
natively, you may configure Tower to ask the user for the vault password when necessary by selecting “Ask at
runtime?”. In these cases, a dialog opens when the job is launched, promoting the user to enter the password
and password confirmation.

For more information about Ansible Vault, refer to: http://docs.ansible.com/playbooks_vault.html

10.4. Credential Types 47


http://community.centrify.com/t5/Centrify-Server-Suite/FAQ-What-is-DirectAuthorize-dzdo-dzwin/td-p/21193
http://documents.software.dell.com/privilege-manager-for-unix/6.0/administrators-guide/privilege-manager-programs/pmrun
http://documents.software.dell.com/privilege-manager-for-unix/6.0/administrators-guide/privilege-manager-programs/pmrun
http://docs.ansible.com/playbooks_vault.html

Ansible Tower User Guide, Release Ansible Tower 3.1.1

Warning: Credentials which are used in Scheduled Jobs must not be configured as “Ask at runtime?”.

10.4.2 Network

Network credentials are used by Ansible networking modules to connect to and manage networking devices.

SETTINGS / CREDENTIALS / CREATE CREDENTIAL

)

CREATE CREDENTIAL

*NAME DESCRIPTION ORGANIZATION
Q
*TYPE
Network v
TYPE DETAILS
* USERNAME PASSWORD PRIVATE KEY PASSPHRASE

SHOW

AUTHORIZE

SSH KEY

CANCEL

Network credentials have several attributes that may be configured:
* Username: The username to use in conjunction with the network device.
» Password: The password to use in conjunction with the network device.

 Private Key Passphrase: The actual passphrase for the private key to be used to authenticate the user to the
network via SSH.

* Authorize: Select this to add an Authorize Password which signs the RSA key with a password (the Authorize
Password field is only seen if this option is selected).

* SSH Key: The actual SSH Private Key to be used to authenticate the user to the network via SSH.

10.4.3 Source Control

SCM (source control) credentials are used with Projects to clone and update local source code repositories from a
remote revision control system such as Git, Subversion, or Mercurial.

10.4. Credential Types 48



Ansible Tower User Guide, Release Ansible Tower 3.1.1

CREATE CREDENTIAL

*NAME DESCRIPTION ORGANIZATION
Q
*TYPE
Source Control v
TYPE DETAILS
USERNAME PASSWORD PRIVATE KEY PASSPHRASE

SHOW

SCM PRIVATE KEY

CANCEL

Source Control credentials have several attributes that may be configured:
» Username: The username to use in conjunction with the source control system.
* Password: The password to use in conjunction with the source control system.

¢ Private Key Passphrase: If the SSH Private Key used is protected by a passphrase, you may configure a Key
Passphrase for the private key.

* SCM Private Key: The actual SSH Private Key to be used to authenticate the user to the source control system
via SSH.

Note: Source Control credentials cannot be configured as “Ask at runtime?”.

10.4.4 Amazon Web Services

Selecting this credential type enables synchronization of cloud inventory with Amazon Web Services.
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SETTINGS / CREDENTIALS / CREATE CREDENTIAL

e

* NAME DESCRIPTION ORGANI